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Abstract—We aim at enhancing the Quality of Service (QoS)
management in modern Internet applications that heavily rely
on the quality of the underlying network. Our goal is to provide
the application developers with mechanisms for specifying and
controlling high-level, application-related QoS metrics, rather
than the traditional low-level, network-related metrics like la-
tency, throughput, packet loss, etc. We study this problem for
the challenging class of Real-Time Online Interactive Appli-
cations (ROIA) which include, e.g., multiplayer online games
and simulation-based e-learning and training. We leverage the
dynamic management features of Software-Defined Network-
ing (SDN) to express, monitor and control applications’ QoS
demands. Our particular contributions are as follows: 1) we pro-
pose a Northbound API for specifying the application-level QoS
requirements in ROIA, 2) we demonstrate how the application-
level metric “response time” can be automatically translated into
network-level metrics understood by the SDN controller, and
3) we report experimental results on managing application-level
QoS in an example online game on an OpenFlow-enabled testbed.

I. INTRODUCTION

We consider emerging Internet-based services also known as
Real-Time Online Interactive Applications (ROIA). A typical
ROIA application connects a potentially huge number of
users who interact with each other and with the application
in real time; i.e., a response to a user’s action is required
to happen virtually immediately. Popular representatives of
ROIA are multiplayer online computer games, simulation-
based e-learning and training, and serious gaming. To serve
a variable, potentially very high number of interacting users,
ROIA pose strong QoS requirements on the underlying net-
work; these requirements may vary at application runtime.

Controlling the network’s QoS in applications that use
traditional networks is usually performed using techniques like
DiffServ and IntServ [1] which provide only limited means for
applications to influence the QoS. This unsatisfactory situation
has been changing recently with the advent of Software-
Defined Networking (SDN) which has opened a potential
to manage the underlying network’s behaviour at runtime.
To achieve this, SDN decouples the control logic from the
network infrastructure (switches) into a logically centralised
SDN controller which can be accessed by applications via the
so-called Northbound API. While the Southbound API that
connects the SDN controller with the network infrastructure
is relatively well understood and standardised (a well-known
example is OpenFlow [2]), the design of an application-
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friendly, universal Nortbound API for SDN is an open problem

currently gaining attention in both industry and academia.

In this paper, we address the following questions: which
metrics for describing the QoS requirements should be pro-
vided to the application developer via the Northbound API and
how can they be monitored and managed by the SDN con-
troller and, eventually, by the network. Recent SDN-based
approaches like Participatory Networking (PANE) [3] and
PolicyCop [4] still use the traditional low-level, network-
related metrics like latency, throughput, packet loss, etc. For
the application developer, these QoS metrics are too low-level
and not directly related to application-level metrics in which
the application’s QoS demands are usually stated, e.g., the
response time or update rate. This semantic gap, caused by the
different perspectives of applications and the controller on the
network, is known in the network community as the so-called
application-network divide [5]. As a consequence, application
developers tend to specify significantly stricter QoS require-
ments than necessary and to not release reserved network
capacity when possible, which can lead to an inefficient usage
of the network.

In the paper, we propose a novel mechanism for using
application-level, rather than network-level QoS metrics. In
particular, we design and implement an SDN Northbound
API for managing application-level QoS, with the following
advantages:

1) Our API simplifies the specification of QoS requirements
by making application-level metrics available to the appli-
cation developer.

2) The application-level metrics are automatically translated
by the API implementation into network-level metrics
understood by the SDN controller.

3) Runtime monitoring data of the application are used in
the translation process to dynamically reflect the actual
application’s demands in the network-level metrics.

In the following, we first describe how the QoS in ROIA
can be managed using SDN. We then demonstrate how the
important application-level metric “response time” in online
games can be translated into traditional network-level metrics
understood by the SDN controller, thus providing an illustra-
tive and at the same time representative real-world example.
Finally, we report experimental results on how this application-
level QoS metric is dynamically managed in an example online
game on an OpenFlow-enabled testbed.
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II. QOS FOR ROIA APPLICATIONS

Figure 1 shows the structure of a typical ROIA (Real-Time
Online Interactive Application). In the figure, we show, for
simplicity, a single ROIA Process which serves the connected
ROIA Clients, but real-world scenarios involve a group of
ROIA Processes distributed across several server machines.

In a running ROIA, the application state is continuously
updated in real time in an infinite loop, called real-time loop.
A loop iteration (also known as tick) consists of three steps
defined as follows. First, the clients process the users’ inputs
and transmit them as actions via the network to the ROIA Pro-
cess (step @ in Figure 1). Then, the process calculates a new
application state by applying the received user actions and the
application logic to the current application state (step @). As
the result of this calculation, the states of several dynamic
entities may change. The third step ® of the loop transfers
the new, updated application state to the clients. If computing
the new application state takes too long, (e.g, due to a high
number of connected clients or a complex application logic),
or if the communication is too slow, the delivery of the state
updates to the clients becomes delayed, which usually has a
visible negative effect on the QoS perceived by the end-user,
also known as Quality of Experience (QoE).

Application
Layer ROIA Compute new
Process application state
Dynamic game state
represented by entities
Receive user ‘ Send state
actions update
Actions
State Network
@ update Layer
~ Network

Fig. 1. Structure of a ROIA and its real-time loop.

In our recent work [6], we systematically analyse real-world
application scenarios in order to specify a Northbound API for
QoS management in ROIA. We design our Northbound API
as consisting of two parts which reflect two very different
perspectives on the network: the one of ROIA developers
vs. the one of the SDN controller. While the controller can
only manage network-level metrics that it is able to monitor
(e.g., by evaluating the packet and byte counters of flow ta-
bles), ROIA developers often do not possess enough technical
knowledge about networking details and, thus, cannot express
their application-specific QoS demands using the network-
specific metrics understood by the controller.

Figure 2 shows both parts of the SDN Northbound API
which is realised by the so-called SDN Module:

1) The application-level API (® in Figure 2) enables the
application developer to specify the application’s QoS
requirements using application- and network-level metrics.

2) The network-level API (@ in Figure 2) offers generic net-
work control functions to applications. This API connects
the SDN controller and the SDN Module and is used by
the controller for receiving network-level QoS requirements
from the application and for managing QoS, e.g., rejecting
requirements which cannot be accommodated. This part of
our Northbound API is specified as a REST API [7] to
separate the communication between the application and
the controller from their specific implementation languages
(e.g., C++ or Java). Furthermore, many modern SDN con-
trollers like Floodlight [8] already provide a REST-based
Northbound API and, thus, can be extended to implement
our network-level Northbound API for QoS management
in ROIA.

Application

ROIA Process

Application
1 Code

SDN

State
Update

Actions

Control

Layer SDN Controller
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Layer

Fig. 2. Architecture of SDN-based QoS management for ROIA.

As our running example of an application-level metric we
use one of the most important high-level metrics in ROIA
— the response time — which is the time elapsed between
the moment when a client starts sending user’s inputs to
the server and the moment when this client has completely
received from the server the corresponding updates as results
of those inputs. This time includes delays of the network (e.g.,
caused by switching and routing), as well as the processing
time at the client and the server, most notably the time
needed for one iteration of the server’s real-time loop (tick
duration). Experienced players of shooter-like games notice
even short delays in the application’s reaction to their inputs
(response time >20ms) which make it hard to successfully
aim and shoot at enemy players. If the response time is too
high, the client-side extrapolation of the application state in
online games (e.g., for predicting player positions, animations,
and game world physics) becomes problematic: the predicted
application state has to be undone if it differs from the delayed
state update. Hence, the response time is viewed both by the
gaming industry and by the gamers as a good indicator for the
Quality of Experience (QoE) perceived by the end-user.

Listing 1 shows a small example of how the application-
level part of our API is used for specifying a maximum
response time for a specific flow in an application code. In
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lines 2-5, the SDN Module is initialized with the address and
port of an SDN controller. After activating the SDN Module, a
new flow is created in lines 8—10, specified by the destination
address and port, the source port, a flow label, and the
direction of the flow (outgoing, incoming, or bidirectional).
The creation of such a flow triggers a communication between
the SDN Module and the controller, because the controller
assigns a FlowID to the new flow that is internally used
to identify this flow in all further communications with the
controller. In lines 13 and 14, a QoS requirement is specified
using the application-level metric MAX_RESPONSE_TIME (in
milliseconds). This requirement is then passed to the flow’s
method requestQoS in line 17 which at runtime will invoke
the translation of the response time into network-level metrics.

// initialise SDN Module

sdn: : SDNModuleProperties props{10.10.0.254,
sdn: : SDNModule sdn_mod{};
sdn_mod.registerMonitor (rtf_monitor);

1

2 60631};
3

4

5 sdn_mod.activate (props) ;

6

7

8

// create flow
sdn::Flow& flow = sdn_mod.createFlow (
9 10.10.0.2, 1002, 1003, 1,

10 sdn::Flow::Direction: :BIDIRECTIONAL) ;

12 // specify
13 sdn::QoSRequirement req{
14 sdn: :QoSRequirement : :MAX_RESPONSE_TIME,

S requirement

50};

16 // request for accommodation of requirement
17 flow.requestQoS (req);

QoS

Listing 1. Specification of a QoS requirement for a specific flow.

We explain the translation from the application-level to the
network-level metrics in the next section. The main feature
of the translation process is that it is completely transpar-
ent for the developer and requires no further intervention.
Moreover, the application’s demands are continuously checked
by the SDN Module using runtime monitoring data and the
corresponding network-level QoS requirement is automatically
updated if necessary.

III. TRANSLATING HIGH-LEVEL TO LOW-LEVEL METRICS

Since only network-specific metrics are understood by the
SDN controller, the application-level metrics which our North-
bound API provides to the application developer have to be
translated into network-level metrics which are then used in
the low-level QoS requirement forwarded to the controller.

Our general concept for translating application-level metrics
is as follows:

a) QoS requirements are specified by the developer in the
application code at development time using application-
level metrics of the application-level Northbound API.

b) To make the translation process adaptable at runtime, we
integrate runtime application monitoring data, e.g., the
tick duration, into the translation process. Which specific
monitoring data are used, depends on the application-level
metric that has to be translated. In the SDN Module, we
provide a generic interface for querying the application

at runtime for particular monitoring data. Before the ap-
plication developer can use application-level metrics for
specifying QoS requirements, he registers an implemen-
tation of the monitoring interface at the SDN Module
as shown in line 4 of Listing 1. In our implementation
and experiments, the monitoring data are provided by
the Real-Time Framework (RTF) [9] — a C++ library for
development and runtime support of ROIA that has been
developed at the University of Miinster. The SDN Module
is directly integrated with the RTF, such that they can be
used together.

¢) When all information required for the translation pro-
cess have been collected via the monitoring interface,
the SDN Module translates the specified application-level
metric at runtime into one or several network-level metrics,
as we illustrate in the following.

d) The translated QoS requirement (which is now specified
using exclusively network-level metrics) is serialized and
transferred by the SDN Module via the network-level API
to the SDN controller which then attempts to accommodate
the requested network-level QoS.

Our network-level API is also used for receiving negative
responses from the controller, e.g., if a QoS requirement
cannot be accommodated in the network any longer.

In the following, we describe in detail how the high-level
metric “response time” is translated into network-level metrics
by the SDN Module and what specific monitoring information
is used during the translation process.

ROIA Client

ROIA Process

send user
actions Actions
Latency

Lg

receive user
actions

Computation
Response Time
Time T
RT

send state
update

Update
Latency

Ly

receive state
update

Time
v

Fig. 3. Time diagram of the response time in ROIA.

Figure 3 shows our model of the response time represented
as a time diagram. In particular, it shows the delays caused
by the network and the application that together influence
the response time (R7') in ROIA. On the network side, the
response time consists of the transfer latency of the user
actions (L,), the state update latency (L,), and the time it
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takes to completely send and receive the user actions and the
state update. This latter time can be calculated by dividing
the data size of the actions (S,) and the size of the state
update (S,,) by the available network throughput (7°). On the
application side, the response time includes the computation
time (CT) for updating the application state based on the
received user actions.

From Figure 3, it follows that the response time in ROIA
can be expressed as

Sa + Sy

T = Lo+ Ly
R +Lu+ =5

+CT (1)

Here, CT and S, +5,, depend on the type and implementa-
tion of the application. They cannot be optimized at runtime,
but rather by the application developer at development time,
e.g., by using advanced data structures or a lightweight trans-
port protocol like UDP.

However, the network latency and throughput can be man-
aged at runtime by using SDN. Therefore, if the developer uses
the application-level metric “maximum response time” for the
QoS specification, the SDN Module can translate it into the
network-level metrics “maximum latency” and/or “minimum
throughput” as described below, taking into account the mon-
itored computation time and data sizes at runtime.

There are three possible cases of translation using (1):

1) If the network throughput can be neglected as compared
to the latency because of small data sizes, then the
SDN Module translates the response time requirement into
a maximum latency QoS requirement: L,,q, = RT —CT.

2) If the data size to be transferred is large, e.g., because
of a high entity density, then the network latency can be
neglected as compared to the throughput. In such a case,
the SDN Module translates the response time requirement
into the following minimum throughput requirement:
Tinin = (Sa +S4)/(RT — CT).

3) If neither the latency nor the transfer time can be ne-
glected, then the SDN Module creates a combined QoS
requirement for latency and throughput. In this case, a
fixed maximum latency is chosen by the SDN Module and
used for translating the maximum response time specified
by the application developer into the minimum throughput
requirement as follows:

Sa + Sy
RT — CT — Lppaq

TT)’L in —

If the controller cannot accommodate the requested QoS in
terms of low-level network metrics, it sends a reject message
back to the SDN Module along with a hint of what value for
the corresponding low-level metric can still be accommodated
in the network. In case 3, this hint is used by the SDN Module
to refine the translation if possible. In the case that even the
refined translation cannot be accommodated by the controller,
the application is informed of the rejection of the original max-
imum response time requirement via a callback mechanism.

IV. EXPERIMENTAL EVALUATION

In order to evaluate our suggested automatic translation of
application-level metrics for ROIA into network-level metrics,
we conduct several tests with a multi-player online game in
an SDN(OpenFlow)-enabled network.

Figure 4 shows our test network topology. It consists of
three software switches using Open vSwitch 1.10.2, each
running on an Intel Xeon E3-1240v2 server machine with Intel
Gigabit ET dual port server adapters. The game clients run on
an identical machine while the game server uses a machine
with two Intel Xeon E5-2620 processors and 26 GB RAM.
The throughput of the connection between switches 1 and 2 is
limited to 10 Mbit/s to simulate a network bottleneck, whereas
the available throughput of the remaining connections is delib-
erately chosen to be high (1 Gbit/s). The network is controlled
by our prototype implementation of an SDN controller which
monitors the network utilization and attempts to adapt the
network to accommodate the requested network-level QoS by
optimizing routing decisions.

SDN-enabled
Network

Game Client

Game Server

application-
level

QoS

Game

/‘ e | Il <
® QoS N S

SDN Controller

Fig. 4. Network topology used in the evaluation experiments.

Our test ROIA application belongs to the challenging class
of fast-paced, first-person shooter (FPS) online games with
high QoS demands and is developed using the Real-Time
Framework [9]. Depending on the used server hardware, the
game server can handle hundreds of clients which are playing
simultaneously in the same game world. To simulate a very
high number of players which can congest the network, we
have implemented an automatic “bot player” that is able to
automatically move in the game world and shoot at nearby
players.

In order to study the effect of managing application-level
QoS, we distinguish two types of game clients: premium
clients (for which QoS requirements are managed) and normal
clients (no QoS management is done). For every premium
client, an application-level QoS requirement with a maximum
response time of 50 ms is formulated. In the gaming industry,
a response time up to 50 ms is considered satisfactory, because
such a delay of the player’s inputs cannot be noticed by the
human player. It is then continuously translated at runtime
by the SDN Module on the server to a network-level QoS
requirement (minimum throughput) using (1) as explained
above and sent to the controller via our Northbound API.
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In our test scenario, the controller initially configures the
network such that the switches forward all data via switch 2
in Figure 4, i.e., packets from the game clients to the game
server are forwarded via switches 1, 2, and 3. At the beginning
of the test, no game clients are connected to the server. Every
10 seconds, a new bot client connects to the server, alternately
normal and premium clients, up to a total of 250 clients.

In Figure 5, we show the measurement results for the
described test scenario. The blue/black points represent the
average perceived response time of all connected normal
clients. The green/grey points represent the average response
time of the premium clients. Additionally, the server-side CPU
load which can influence the computation time of the ROIA’s
real-time loop is shown by the (red) crosses.

1200 XXXXXX 100
X

«=@=RT (normal clients)
RT (premium clients) X 90
X server CPU load X

1000
80

70
800

60

600 50

CPU load (%)

40

response time (ms)

400
30

20
200

Fig. 5. Response time (RT) of normal and premium clients in FPS-like game.

We observe in Figure 5 that until 80 clients are con-
nected, the measured response time for both normal and
premium clients is below 50ms, which is acceptable for a
smooth players’ QoE. For more than 80 clients, the response
time starts to exceed 50 ms, which is caused by the limited
throughput of the connection between switches 1 and 2.
At this point, the SDN controller discovers that the needed
minimum throughput value for the premium clients (which
is determined by continuously translating the application-
level metric “response time”) can no longer be guaranteed
if using this route. Hence, the SDN controller reconfigures
the network and redirects the packets of the premium clients
via the direct route between switches 1 and 3. Due to this
reconfiguration, the response time for the premium clients
remains at about 25ms, while the monitored response time
for the normal clients degrades to 600 ms for 230 clients. This
demonstrates a significant advantage of our QoS management
mechanism (for premium clients) as compared to running the
application without QoS management (for normal clients). For
even larger numbers of clients (>230), the server-side CPU
load achieves 100 %; as a result of this, the response times
for both normal and premium clients increase to 1150 ms
and 141 ms, correspondingly, i.e. the overloaded computational
resources cannot be compensated anymore by adapting the
network.

V. CONCLUSION

Our contributions in this paper are two-fold: we show how
SDN is used for an efficient utilisation of network capacity
and, at the same time, how the high-level, application-related
QoS metrics are made available to the application developer.
We motivated and experimentally evaluated our approach
using the challenging class of ROIA applications which have
strong and dynamic QoS demands.

We have described our implementation of the SDN North-
bound API for application-level QoS management, with the
following benefits for the application developer: 1) our API
simplifies the specification of QoS requirements by provid-
ing application-level metrics to the application developer;
2) the application-level metrics are automatically translated
into network-level metrics understood by the SDN controller;
3) by using runtime monitoring data in the translation process,
the actual application’s demands are precisely and dynamically
reflected in the network-level metrics; 4) if the application’s
demands change, the network-level QoS requirement is auto-
matically updated, transparently for the developer.

We have integrated our approach of using application-level
QoS metrics with the main software layers of the OFERTIE
project [10]. On the one hand, OFERTIE’s SDN controller can
be used together with our Northbound API implementation to
enforce the translated QoS requirements in the network using
OpenFlow. On the other hand, application-level metrics like
the response time can be used by OFERTIE’s SLA mechanism
in long-term SLAs which are agreed between an ISP and a
game hoster.
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